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Definitions 
  

DAX DAX stands for Data Analysis Expressions and is the formula language used 
in the front-end of Power BI. DAX is also used in PowerPivot (in Excel) and 
SSAS Tabular. DAX is a functional language, which means the full executed 
code is contained inside a function.  

Developer Refers to individuals who will be building Power BI reports. Ordinarily this 
is an IT/Informatics/M&E team member with a solid understanding of 
relational data models. 

End-User Refers to consumers of Power BI data. Typically, these individuals are 
responsible for monitoring programmatic outputs and making data driven 
decisions. 

Forums Refers to the online Power BI community where users can ask questions to 
and read about problems/questions other users have experienced. 

IT Administrator Refers to the individual performing the installation of Power BI and with 
administrative rights on a given computer or workstation. 

M M stands for Mashup, and is the formula language used in Power Query, in 
the backend of Power BI. The M language is typically executed through 
point and click actions. 

Office 365 
Administrator 

An Office 365 administrator manages applications, services, data, devices, 
and users an organization’s Office 365 subscription. 

Page Render A page render is the process of gathering data and load the associated 
templates in a website. For Power BI this is how the code behind each of 
the visuals is interpreted and turned into a visual. 

Power BI Tenant Tenant is a term used for an Office 365 organization and serves as an 
environment for you and your assets. Assets in the Power BI environment 
are dataflows, datasets, workbooks, reports, and dashboards.  
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 Background 
The TRACE Initiative is using Microsoft Power BI and ESRI ArcGIS Online as two recommended data 
visualization solutions to visualize HIV recency surveillance data. The recent infection data visualization 
dashboard provides a template that enables countries to rapidly monitor testing quality, examine 
epidemic trends to characterize recent HIV infections, and identify geographical clusters and/or sub-
populations with high potential of HIV transmission. 

 Purpose of this Guide 
This guide is intended to explain the set up and implementation of a Power BI tenant for your 
organization. This guide is primarily for IT and/or Informatics professionals and serves as a detailed 
guide of the infrastructure required to publish and use Power BI reports for the TRACE Initiative. 
Generally, administration tasks include the configuration of governance policies, usage monitoring, and 
the provisioning of licenses, capacities, and organizational resources.  

A Power BI administrator is the guardian of the data, processes, and policies in the Power BI tenant. A 
Power BI administrator is a key member of a team that includes BI developers, end users, and other 
roles. The administrator’s role is to make decision makers more productive and to ensure security and 
compliance with laws and regulations1. 

Power BI administrators (typically IT or Informatics staff) perform several tasks that support the use of 
Power BI within your organization2. Tasks include (but are not limited to): 

• Acquire and assign Power BI licenses to users,  
• Manage the Power BI tenant, 
• Manage Premium or Embedded capacity, 
• Ensure compliance with internal and national policies, laws, and regulations, 
• Manage Power BI resources, and 
• Provide help and support to developers and end users. 

This manual accompanies the TRACE Data Visualization Manual and associated documentation and 
simulated data files found on the eLearning hub. 

 Where to begin? 
Power BI is a Microsoft application that is associated with Office 365. In order to sign up for and manage 
Power BI, someone in your organization must have a) an organizational email address and/or b) an 
Office 365 license. The Office 365 license can be a trial license, but there must be an association with 
Office 365 (and Azure Active Directory) in order to establish an account. This is the foundation to being 
able to sign up for and purchase additional licenses. 

 
1 https://docs.microsoft.com/en-us/power-bi/service-admin-administering-power-bi-in-your-organization 
2 Adapted from: https://docs.microsoft.com/en-us/power-bi/service-admin-administering-power-bi-in-your-organization 

https://docs.microsoft.com/en-us/power-bi/service-admin-administering-power-bi-in-your-organization
https://docs.microsoft.com/en-us/power-bi/service-admin-administering-power-bi-in-your-organization
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1. Before you can begin using Power BI to visualize data, you must sign up for Power BI in a web 
browser by navigating to powerbi.com and clicking on “Start Free.” 

Figure 1. Power BI Homepage (powerbi.com). 

2. This will take you to a “Getting Started” page, where you will click, “Use it free.” 

Figure. 2 powerbi.com - select "Use it Free". 

3. This will take you to the Microsoft store which will walk you through the steps to download and 
install Power BI. If you do not have access to the Microsoft store (because you are using an older 
version of Windows or your organization has blocked use of the Microsoft store), please see 
section 6. 
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4. Once Power BI has downloaded and installed, open Power BI desktop. You will be prompted to 
sign in, and in this dialogue box you will see a link to a sign-up website.  

Figure 3. Popup dialogue box in Power BI Desktop. 

This will take you to a website where you will need to sign in with an organizational email account. 
Power BI requires that you use a work or school email address (also known as an organizational email 
address) to sign up. You cannot sign up for Power BI using email addresses provided by consumer email 
services or telecommunication providers. This includes outlook.com, hotmail.com, gmail.com, and 
others. 

After you sign up, you can invite guest users to see your Power BI content with any email address, 
including personal accounts. 

 

 

 

 

 

 

 

Figure 4. Sign up page for your Power BI account. 

You will now be able to use Power BI in both the service (web) and Power BI Desktop. Power BI is a 
product in which reports are built using the Power BI desktop program and published to the Service 
(web) for sharing and report consumption. 

To get the most out of Power BI, you will want to sign up for a Power BI Pro trial. With a Power BI Pro 
trial license, it means that you will be able to share reports with other people (who also have a Pro trial 

https://signup.microsoft.com/signup?sku=a403ebcc-fae0-4ca2-8c8c-7a907fd6c235&pbi_source=pbidesktop
https://docs.microsoft.com/en-us/power-bi/service-self-service-signup-for-power-bi
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license). Signing up for a Pro trial is free and is the best way to test out the features and functionality 
of Power BI. 

A Power BI Pro trial initially lasts for 30 days and can be extended to 60 days. After 60 days you will 
need to decide about licensing. Licensing for Power BI is managed within the Office 365 Admin Portal. 
If you are not an Office 365 administrator, you will need to identify an individual who is and work closely 
with them. Additionally, the Office 365 Administrator will need to assign you as a user with Power BI 
Administrator permissions. 

 What are the licensing options for your organization? 
Power BI is a proprietary product and is not available to use on an organizational level for free. There is 
a free version of Power BI, where you use Power BI Desktop and publish to your own workspace, but it 
has limitations that prevent sharing and it is not suited for organizational use. Purchasing Power BI 
licenses enables organizations to share content, send email notifications when data is updated/changes, 
and collaborate on reports.  

There are multiple options for the establishment, deployment, and maintenance of Power BI. The initial 
determination is related to how end-users will access Power BI reports, either using the Power BI service 
(which utilizes Microsoft’s Cloud infrastructure) or deploying Power BI on-premises using the Power BI 
report server.  
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Each deployment method is associated with multiple licensing options, each of which have pros and 
cons and associated costs. The purpose of this section is to present a clear comparison of the options: 
1) Power BI Pro, 2) Power BI Premium, 3) Power BI Embedded, and 4) SQL Server Enterprise 
Edition with Software Assurance. Options 1 and 3 are cloud deployment options, option 2 (Power BI 
Premium) can be deployed with on-premises licensing but is more suitable for cloud deployment and 
option 4 (SQL Server Enterprise) is an on-premises reporting licensing solution that works seamlessly 
with the Power BI Report server. Table 1 below presents a comparison of licensing, administration, 
development, deployment, and consumption features for deployment for consideration by IT staff3. 
Costs associated with each licensing option can be found in section 4.5.  

  

 
3 Adapted from Microsoft Pricing Guide, October 2019 

Figure 5: Power BI Deployment Options 

https://powerbi.microsoft.com/en-us/pricing/
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 Power BI 
Pro 

Power BI 
Premium 

Power BI 
Embedded 

SQL Server 
Enterprise 
Edition + 
Software 

Assurance 

Licensing differences         
Included with Microsoft Office 365 Enterprise 
E5 

✔       

Licensed per user ✔       
Licensed by dedicated cloud compute and 
storage resources   ✔ ✔   

Deployment and administration         
On-premises reporting through Power BI 
Report Server   ✔   ✔ 

Compute processing environment   ✔ ✔  

Deploy Power BI content to multiple regions   ✔     

Incremental data refresh   ✔     

Publish reports to be shared ✔       
Widespread distribution of content without 
requiring a Power BI Pro license for content 
consumers 

  ✔ ✔ ✔ 

Publish and consume paginated reports in 
Power BI    ✔   ✔ 

Allocate compute resources   ✔ ✔   

Monitor performance of dedicated compute 
and memory resources   ✔     

Maximum size of individual data set 1 G 10 G 3G, 5G, 10G dependent on 
RAM 

Maximum storage 10 G per 
user 100 TB 10 G per 

user   

Maximum number of automatic refreshes 
per day 8 48 8   

Deployment, administration, compliance, 
and security         

Cloud service ✔ ✔ ✔   

Select a chosen home region data center for 
your data processing environment 

✔ ✔ ✔   

Monitor content creation, consumption, and 
publishing with user metrics 

✔ ✔ ✔   

Data security and encryption ✔ ✔ ✔   

Meets industry, global, regional, and 
government certifications 

✔ ✔ ✔   

Available in Microsoft national clouds ✔ ✔ ✔   
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 Power BI 
Pro 

Power BI 
Premium 

Power BI 
Embedded 

SQL Server 
Enterprise 
Edition + 
Software 

Assurance 

Data prep, modeling, and data visualization 
creation          

Creation of data visualizations, reports, and 
dashboards 

✔ ✔     

Standard and big data prep and ETL ✔ ✔ ✔ ✔ 

Access to a library of Power BI visuals and the 
custom visual SDK 

✔ ✔ ✔ ✔ 

Access to data connectors for cloud and on-
premises data sources 

✔ ✔ ✔ ✔ 

Out-of-the-box visualizations, themes, and 
personalization options 

✔ ✔ ✔ ✔ 

Content consumption          

Analyze data in Microsoft Excel ✔ ✔   ✔ 

Embed content in other interfaces like 
Teams, SharePoint, or other SaaS 
applications 

✔ ✔     

View and interact with Power BI content ✔ ✔ ✔ ✔ 

View and interact with Power BI content 
through the Power BI mobile app for iOS, 
Android, and Windows 

✔ ✔   ✔ 

Ask questions about data to get immediate 
answers 

✔ ✔     

Subscribe to reports for notifications about 
changes 

✔ ✔     

View Power BI content in other interfaces  ✔ ✔     

 

Table 1. Power BI Licensing Comparison 
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 Option 1: Power BI Pro Licenses   
The implementation of Power BI is intended to be “self-service,” meaning that it can be maintained by 
business users (as opposed to developers and IT professionals). Using this licensing option, every person 
who touches Power BI (both end users and developers) needs a Power BI Pro license. Reports can be 
published to the Power BI service (web environment), which offers enhanced security using Microsoft’s 
cloud computing security infrastructure and collaboration features that enable teams to organize 
project reports and dashboards in one central location. 

Pros: 
 Sharing and collaboration capabilities via online workspaces (shared spaces for developers) and 

apps (shared spaces for end users), 
 Enhanced governance of Power BI content and simple user management, 
 Built on Azure, Microsoft’s cloud computing infrastructure, taking advantage of security, 

authentication, traffic management, content delivery and gateway connections, 
 Built in space for development vs. production environment, 
 Distribution groups can be established and linked with active directory, separated via Apps (e.g., 

one country per app and one global app), or controlled via row level security on the data 
(meaning that we can restrict access based on a user’s role), 

 Includes data refresh up to 8x/day, row-level security, and direct query 

Cons: 
 Requires O365 licenses, 
 Every user needs a Pro license (both developers and end users alike), which can potentially 

balloon depending on the ultimate number of end users, 
 Linked to the need for licensing is the need for all users to have an active institutional email 

address, 
 Power BI models need to be <1GB (this is hard to measure but could be anywhere between 500k 

and 1.5 million rows of data per report). 
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What does a Power BI Pro solution look like? 
Workspaces in powerbi.com for developer collaboration: 

 
Figure 6. Inside a Power BI Workspace (Pro and Premium licenses). 

Apps for consumers/end users: 

 
Figure 7. Inside a Power BI App (Pro and Premium licenses). 
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 Option 2: Power BI Premium 
With a large user base, Power BI Premium is the best and most cost-effective option. Power BI Premium 
is licensed at the organizational level, meaning only Power BI developers require a Power BI Pro license 
and all other users in the organization can view Power BI content with no additional license. Power BI 
Premium can be deployed either in the cloud or on-premises via Power BI Report Server. The 
deployment and maintenance of the on-premises solution is an IT-managed (rather than self-service) 
solution, as there is physical infrastructure that needs to be set up, secured, and managed. 

Cloud Based Power BI Premium via Power BI Service 
Power BI Premium Licensing enables individuals inside or outside your organization to view all Power 
BI content including paginated and interactive reports without purchasing individual licenses.  

Pros: 
 Capacity driven licensing, allows unlimited number of end-users, 
 Includes all Power BI Pro licensing features, plus: 

o Dedicated storage in the Power BI service, 
o More frequent dataset refresh rate (up to 48 times/day), 
o Incremental refresh (to load only the latest data). 

Cons: 
 Requires O365 licenses for all end users, 
 Annual price may be prohibitive. 

 

What does a Power BI Premium solution look like (deployed via the Power BI service)? 
The user interface under Power BI Premium can be hosted in the Power BI service, which means that 
the look and feel is identical to what is available with Power BI Pro licensing.  

On Premises Power BI Premium via Report Server 
When deploying Power BI Premium on-premises via Report Server end-users will be accessing Power BI reports 
via an existing intranet or local server. This is the most technically involved Power BI deployment method, as it 
requires an existing IT infrastructure that meets national or institutional security standards. See below for a 
complete list of IT infrastructure requirements. 

Pros: 
 Can be deployed locally, on-premises, 
 User management handled through active directory and no individual licenses are necessary to 

access reports, 
 Content can be migrated to the Power BI service (cloud), as it is included with the premium 

license. 

Cons: 
 Requires IT hardware in place, 

https://docs.microsoft.com/en-us/power-bi/report-server/get-started
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 Power BI Report Server updated only 3 times per year (compared to monthly updates of Power 
BI desktop/service), 

 Power BI Report Server can display Power BI reports only, it does not allow for the creation of 
Power BI dashboards, 

 Cannot display embedded content from the web, such as ArcGIS maps. 

What does a Power BI Report Server On-Premises solution look like? 
If an institution already has SQL Server Enterprise Edition with active Software Assurance, the Power BI 
Report Server is included at no additional cost. This means that your organization can deploy Power BI 
Reports locally by using existing SQL Server Reporting Services (SSRS) infrastructure. The Power BI 
Report Server must be installed and configured on a dedicated on-premises server. 

 
Figure 8: Power BI Report Server Interface 

To deploy Power BI Reports locally with either Power BI Premium or SQL Server Enterprise Edition with 
Software assurance, your organization must purchase one of the two to share Power BI reports. 

Power BI Report Server IT Requirements 
The key requirements for deploying Power BI using the Power BI Report Server (PBIRS) are different, as end-users 
will be accessing Power BI reports via an existing intranet or server. This is the most technically involved Power 
BI deployment method, as it requires an existing IT infrastructure that meets national or institutional security 
standards. Note, Power BI Report Server can be deployed with the purchase of either Power BI Premium 
(option 2 above) or SQL Server Enterprise Edition (option 4 above). Deploying Power BI locally is an IT-led 
solution, which differs from the business-led cloud-based solution. Requirements include: 
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• Desktop machine capable of running Power BI desktop (the version compatible with the PBIRS), 
• PBIRS can be deployed as a hybrid solution by purchasing Power BI Premium, 
• PBIRS can be deployed fully on premises with SQL Server Enterprise Edition with Software Assurance: 

o If your organization already has SQL Server Enterprise Edition with Software Assurance, PBIRS is 
included at no additional cost, 

o SQL Server Developer Edition will not suffice to deploy PBIRS, 
• System requirements to deploy PBIRS are more involved, as the server must meet certain hardware and 

security requirements: 
o Physical: 

 Servers located in physically and environmentally secure places, 
 Redundant air conditioning units to prevent overheating, 
 Separate non-water based fire detection and suppression capability, 
 Access-restrictions and recordings for all personnel, 
 Reliable electricity with uninterruptable power supply (battery) and backup generator 

source to achieve >90% availability, 
o Hardware: 

 Data protection hardware with redundant data storage (e.g., RAID) with battery-backed 
primary elements, 

 Uninterruptable power supply (UPS) with power failure sensing circuit to gracefully shut 
down server when power goes out, 

 Sufficient primary memory capacity to facilitate data export (64 GB) , 
 An IP-managed remote power switch per each server, 

o Storage: 
 Backup server to maintain business continuity under failure, 
 Storage space for off-site backups, 

o Security: 
 Actively managed Microsoft Exchange for user management, 
 Adequate network security to reduce the risk of outside hacking, 
 Firewall protected servers in separate and secure, designated zones that limit accessibility 

and protects unauthorized access to internal network servers, 
 Full administrative permissions, 

o Staffing: 
 Qualified IT and Database managers providing full-time server maintenance and 

troubleshooting, 
 Staff trained with appropriate network and security certifications. Certifications will 

correspond with source systems. In the case of SQL Server and PBIRS, relevant 
certifications are: SQL Database Development, SQL Database Administration, and/or SQL 
Business Intelligence Development. 

 Option 3: Power BI Embedded 
This option is ideal for users that are coming from multiple organizations and/or if you want to securely 
embed Power BI reports into an external website (rather than publishing on powerbi.com). Power BI 
Embedded is a Microsoft Azure service that lets independent software vendors (ISVs) and developers 
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quickly embed visuals, reports, and dashboards into an application. This embedding is done through a 
capacity-based, hourly metered model. Pricing for Power BI Embedded is based on page renders and 
Azure consumption. This solution is geared towards developers and software companies – not business 
users. 

Power BI Embedded is a solution built on top of either Power BI Pro or Power BI Premium licensing. 
This means that in order to develop reports in Power BI, developers must hold a Power BI Pro license. 

Power BI embedded was designed to be used with websites built on Microsoft’s .NET technology using 
internet information services (IIS). While it is possible to use Power BI Embedded with other web 
application frameworks, it requires a software developer to manage Power BI authentication. The 
requisite skills necessary to build and maintain a Power BI Embedded solution in a non-.NET 
environment are: 

• LAMP stack management (object oriented PHP & CodeIgniter), 
• Understanding of MVC, 
• Familiarity with HTML/CSS/JS, 
• Version control of code bases, 
• Understanding of Rest APIs and using using them in code bases, 
• Understanding of domains, SSL, and code deployment, 
• Familiarity with Servers and code management within servers, 
• Familiarity with cmd/bash/Linux and installation of libraries, and 
• Quality Assurance on newly added features. 

Pros: 
 End users do not need Office 365 or Power BI credentials (user management is maintained by 

the web domain administrator), 
 Power BI reports appear exactly as they do in the Power BI service, 
 End users access reports through a familiar interface (for example, a password protected MOH 

website). 

Cons 

 Requires a web developer on staff to maintain the external website and securely embed content, 
 If existing site built on alternative platform, requires custom development of the Power BI 

authentication process, 
 Potentially cost-prohibitive. 



 

TRACE | System Administration Guide | v3   Page 16 of 49 

What does a Power BI Embedded solution look like? 

 
Figure 9. Power BI Report Embedded in an External Website (not accessed via powerbi.com).  
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 Option 4: SQL Server Enterprise Edition with Software Assurance 
Microsoft SQL Server is a scalable, high-performance database management system. The Power BI 
Report Server (PBIRS) can be used at no additional cost if you are already running SQL Server Enterprise 
Edition. As mentioned above, the PBIRS can be used with two licensing agreements: 1) Power BI 
Premium and 2) SQL Server Enterprise Edition. The PBIRS is an on-premise deployment solution. 

In order to deploy the Power BI Report server on your existing SQL server, you must have the Enterprise 
Edition and it must have Software Assurance. Software Assurance is a Microsoft maintenance program 
with the core premise of giving users the ability to spread payments over several years, while offering 
"free" upgrades to newer versions during that time period. 

Note that Power BI can be deployed on-premises using either Power BI Premium licensing, or SQL 
Server Enterprise Edition; both methods utilize the Power BI Report Server. Details on pros and cons, 
requirements, and deployment for the report server can be found above in Option 2. The major added 
pro of deployment using SQL Server Enterprise Edition is that the Power BI Report Server is a free add-
on, meaning that if your organization has already purchased SQL Server Enterprise Edition, there is no 
added cost to use the Power BI Report Server. 

 Pricing 
Each Power BI licensing option has associated costs, as displayed in the available published pricing in 
Table 2 below. Note that the cost is associated with the number of licensed users and in the case of 
Power BI embedded, the number of page renders. Pricing for SQL Server Enterprise Edition with 
Software Assurance is also included in the matrix, but note that at the time of publication, only 
commercial pricing was available. Microsoft works one-on-one with non-profits and education for SQL 
Server licensing discounts, which may also account for slight variations in pricing.  

Microsoft provides significant discounts to registered non-profit and educational organizations. This 
includes free Office 365 licenses and a significant discount on Power BI. To establish your free Office 
365 account, you will need to provide proof of non-profit status in your country of operation. If you are 
a member of an international NGO that is already using a free O365 license, you are not eligible to get 
a second set of licenses for the in-country team. For detailed information on pricing, please visit 
TechSoup for non-profits and Microsoft for educational institutions. 

https://www.techsoup.org/microsoft-catalog?utm_term=%2Bmicrosoft%20%2Bnonprofit&utm_medium=ppc&utm_campaign=Z-SRC-Microsoft&utm_source=adwords&hsa_ad=300645441971&hsa_ver=3&hsa_cam=1565635088&hsa_acc=9197892769&hsa_grp=58467565919&hsa_src=g&hsa_mt=b&hsa_kw=%2Bmicrosoft%20%2Bnonprofit&hsa_net=adwords&hsa_tgt=kwd-327947817109&gclid=CjwKCAjwssD0BRBIEiwA-JP5rA5ZMhj1UJveLgF1AgYGd1HP9OT4xdzHZZ8YOfJZ0EwFH0jQyf7-rBoCYjcQAvD_BwE
https://www.microsoft.com/en-us/education/products/office
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Table 2 below assumes that an organization has a total of 110 staff that will be using Power BI, 10 of whom are developers and the 
remaining 100 who are end users. Note that these prices are subject to change and reflect the available pricing information at the time of 
publication. Full details can be found in the official Microsoft documentation. 

Item Power BI 
Pro 

Power BI Pro 
(non-profit/ 
education) 

Power BI 
Premium 

Power BI 
Premium 

(non-profit/ 
education) 

Power BI 
Embedded 

Power BI 
Embedded 

(non-profit/ 
education) 

SQL Server 
Enterprise 

Edition with 
Software 

Assurance 

SQL Server 
Enterprise Edition 

with Software 
Assurance (non-

profit/education) 

Office 365 users 
(new tenant)   $720   $-   $720   $-   $720   TBD   $720   $-  

Power BI 
developer license  $ 1,200   $360   $ 1,200   $360   $ 1,200   TBD   $-   $360  

Power BI user 
licenses  $12,000   $ 3,600   $-   $-   $-   $-   $-   $-  

Web Developers  $-   $-   $-   $-   FTE   FTE   $-   $-  

Page renders  $-   $-   $-   $-   $ 9,000   TBD   $-   $-  

Additional 
licenses needed  $-   $-   $59,940   $24,000   N/A   N/A   $28,512   TBD  

TOTAL (USD)  $13,920   $ 3,960   $61,860   $24,360   $10,920     $28,512   TBD  
 

Table 2. Power BI Licensing - Estimated Cost Comparison* 
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 User Management and Role-Based Security 
User management will differ based on the deployment type and associated license selected. If 
Power BI is deployed in the cloud-based Power BI service, user management is handled using 
the Office 365 admin center and the Power BI service. Power BI Embedded users can be managed 
either by the website the reports are embedded in or in Office 365 and the Power BI service. 
Power BI deployed on-premises requires user management using either Windows authentication 
or a third party service.  

 User Management using Options 1 and 2: Power BI Pro and Power BI Premium 
Both Power BI Pro and Power BI Premium licensing utilize the Office 365 active directory (AD) 
and subsequent distribution lists. What this means is that users must be managed by whoever 
administers Office 365 accounts (which corresponds with the email extension, .org or .edu). The 
easiest way to manage security is to share certain data and/or reports with certain user groups 
(similar to an Outlook distribution group). 

Power BI report development requires all users to be under the same institutional Office 365 
account. For Ministries of Health or NGOs looking to use this option, it means in order to enable 
access to Power BI Dashboards and Apps they will either be required to assign Office 365 
accounts to external users or create a new institutional Office 365 account for TRACE partners. 
Note that IPs that are non-profits are on an Office 365 E1 license, which is free (donated by 
Microsoft), so there is no additional cost to add additional users. The only associated cost is for 
the Pro license for that new user. Microsoft also has designated licensing for government entities 
for which the rate is negotiated directly with the government. IT administrators can reach out 
directly to the nearest Microsoft office for more information. 

 User Management using Option 3: Power BI Embedded  
An appealing feature of Power BI Embedded is that end users do not need an Office 365 license 
to view Power BI reports. Because of that, it may be more challenging to maintain role-based 
access, or what is referred to as row level security on the data. There is an option for role 
management in your custom web application, but this is something that would require additional 
web development expertise. 

 User Management when deploying using Options 2 or 4, deploying on-premises 
using the Power BI Report Server   

Using the Power BI Report Server also means that individual users do not necessarily need Office 
365 licenses. The users do need to be managed by IT, either using Windows authentication or 
third-party authentication. Because Power BI Report Server uses role-based security to grant 
users access to the report server, it is essential that the IT department either have in place or 
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create a managed process for adding and removing users. The system administrator can 
configure role properties and role assignments using SQL Server Management Studio. 

 Power BI Requirements and Installation (cloud deployment) 
Building Power BI reports requires the installation of the Power BI Desktop application. 
Depending on your organization, you may not have administrative privileges to your computer, 
and as such, you will require the help of your IT department to set-up/install Power BI. This 
section outlines the procedures an administrator will take to install Power BI. For more detailed 
information, please refer to Install and Run Power BI Desktop in the Getting Started with Power 
BI documentation. 

The IT administrator is expected to have the following equipment and software: 

• A functioning laptop/desktop computer that uses a Windows operating system (should 
be aware of the system architecture, i.e., 64-bit or 32-bit)  

• Internet connectivity 
• Active Office 365 License 

Power BI can only be installed on a Windows operating system that meets the following 
requirements: 

• .NET 4.5 
• Internet Explorer 10 or later 
• Memory (RAM): At least 1 GB available, 1.5 GB or more recommended 
• Display: At least 1440x900 or 1600x900 (16:9) recommended. Lower resolutions such as 

1024x768 or 1280x800 are not recommended, as certain controls (such as closing the 
startup screen) display beyond those resolutions 

• Windows Display settings: If your display settings are set to change the size of text, apps, 
and other items to more than 100%, you may not be able to see certain dialogs that must 
be closed or responded to in order to proceed using Power BI Desktop. If you encounter 
this issue, check your Display settings by going to Settings > System > Display in 
Windows, and use the slider to return display settings to 100%. 

• CPU: 1 gigahertz (GHz) or faster x86- or x64-bit processor recommended 

For organizations planning to deploy on-premises using the Power BI report server, there is a 
separate version of Power BI desktop. The latest version can be found on the Microsoft website. 
Note that this version has the same system requirements as above. 

https://docs.microsoft.com/en-us/power-bi/desktop-getting-started
https://docs.microsoft.com/en-us/power-bi/desktop-getting-started
https://powerbi.microsoft.com/en-us/report-server/
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Prior to opening the Power BI TRACE Template file data managers must first establish an active 
account with Microsoft Power BI and complete the installation steps below. There are two 
options: 

Option 1: Download Power BI from the Microsoft Store on your computer (recommended) 
1. Navigate to the Microsoft Store and type Power BI in the search bar 

 
Figure 10. Microsoft Store Interface. 

2. Click download and install and open the software. 
3. You will be prompted to sign up for a free account using your organizational email.  

Note: Power BI requires that you use a work or school email address to sign up (also 
called an organizational email address). You cannot sign up using email addresses 
provided by consumer email services or telecommunication providers (e.g., outlook.com, 
hotmail.com, gmail.com, and others). If your organization does not have organizational 
email addresses, you must establish them and purchase Office 365 prior to using Power 
BI. Office 365 is a subscription service that ensures you always have the most up-to-date 
modern productivity tools from Microsoft. There are Office 365 plans for home and 
personal use, as well as for small and mid-sized businesses, large enterprises, schools, and 
non-profits. 

Option 2: Download Power BI from the web (not recommended) 
1. Open a web browser and navigate to powerbi.com. 
2. In the top right-hand corner, you will be prompted to sign up for an account. 

 

 

 

 

 
Figure 11. Download Power BI from the Web. 

https://support.office.com/en-us/article/video-what-is-office-365-847caf12-2589-452c-8aca-1c009797678b
https://powerbi.microsoft.com/
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3. This will redirect you to a download page. Download Power BI desktop and follow the 
prompts to register your account. 

Note: Downloading Power BI in this manner means that users will not have access to the 
automated monthly Power BI updates. This method should be employed if and only if 
users do not have access to the Microsoft Store. 

5. If you are having challenges using the site above, you can also access this repository directly 
from Power BI. 

6. Select the language of your choice 

 
7. Choose the version of Power BI to install on your Windows machine. Power BI Desktop ships 

as a single .exe installation package that contains all supported languages. There are separate 
.exe (executable) files for 32-bit and 64-bit versions. Detailed documentation about which 
version of Power BI to download is located at this link. 

8. Once the administrator launches the .exe file, a setup wizard will appear and guide you 
through the installation process. The default settings applied within the setup wizard are 
sufficient to install and launch Power BI. Step-by-step instructions with screenshots can be 
found here. 

9. Once the administrator has successfully installed Power BI on the machine, launch Power BI 
desktop by navigating to the application in the start menu.  

Option 3: Download Power BI for Report Server from the web (for use with the on-premises Power 
BI Report Server) 
1. Navigate to section 8 of this document for detailed instructions on downloading and 

installing the Power BI report server and Power BI desktop for report server. 

Note: these instructions are subject to change. Please see the Microsoft Power BI Installation 
Guidance for additional or updated documentation. This  2 minute video may also be useful as 
it walks through the installation process step-by-step 

Once Power BI is installed and running on your computer, you can then download and run the 
Power BI TRACE Template file and corresponding simulated data files from the eLearning hub. 
Refer to the TRACE Data Visualization Manual for more information on how to use the Power BI 
TRACE Template to visualize data on recent HIV infections to support data use.  

https://www.microsoft.com/en-us/download/details.aspx?id=45331
https://www.microsoft.com/en-us/download/details.aspx?id=45331
https://docs.microsoft.com/en-us/power-bi/desktop-get-the-desktop
https://docs.microsoft.com/en-us/power-bi/desktop-get-the-desktop
https://docs.microsoft.com/en-us/power-bi/desktop-getting-started
https://docs.microsoft.com/en-us/power-bi/desktop-getting-started
https://www.youtube.com/watch?v=JTs2EBGmTBE
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 Setting up a Power BI Tenant 
Setting up your Power BI tenant properly is a key step in ensuring that all developers and end 
users are able to effectively collaborate. This section provides a step-by-step walk through of 
how to do so. This section does not apply to on-premises deployment using the Power BI Report 
Server. 

 Licensing 
All users must have a Pro license to utilize shared workspaces and apps. If you are a new end 
user or developer accessing the Power BI Service, you should start by checking to see what kind 
of license you have. 

Checking your licensing 
1) After you have logged in with your organizational credentials, you will land on a home screen. 

From here, click on the settings icon on the top right-hand corner of the screen. Select 
“Manage personal storage” in the dropdown menu. 

 

2) From here, you will either see the option to start a Power BI Pro trial OR you will see that you 
are in fact a Pro user. If you are not, you must select the yellow button on the right-hand side 
of the screen to start a Pro trial.  

 

 

 

 

  

Figure 12. Use the settings icon in Power BI to check your Power BI license. 

Figure 13. Check the license type next to your name in the "manage storage" screen. 

https://app.powerbi.com/
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 What is a Workspace? What is an App?  
Workspaces and Apps allow developers to collaborate and end users to consume/use content in 
a manageable environment, without any chance that the end users will inadvertently change 
something in the development environment. Workspaces are for developers and Apps are for 
end users (e.g., project staff, MOH, CDC).  

A workspace functions similar to a folder and is shared with a group of people. The administrator 
of the workspace can specify the type of access that individuals have. Ideally, all members of a 
workspace will be “members” – which means that they can add, remove, and edit any content in 
the workspace. If changes are needed to a dataset or report, developers will do so in the 
workspace prior to publishing it out to their users. 

Note that in the online workspace, members of the workspace have access to modify formatting, 
filtering, adding and removing visuals, adding and removing filters, or making other necessary 
modifications to reports. It is not possible to use the Query Editor or make any adjustments or 
transformations to the data model in the Power BI service. 

A Workspace and an App have a 1:1 relationship, meaning that one App is always built off of 
one Workspace. Apps are solely for consuming content in Power BI and can be set up with project 
branding and colors. Developers can specify a navigation experience and access levels within the 
App. 

A workspace in Power BI functions as your development environment, where reports are 
published, edited, and reviewed, while an App functions as your production environment. It is a 
best practice to implement governance standards and review processes that outline the process 
of moving reports from development to production.  
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 How to set up a Power BI Tenant in the Power BI Service 
Because an App is built off a Workspace, you must set up the Workspace first.  

1) Click on workspaces in the left-hand navigation pane, and then click the yellow button to 
“Create app workspace.” Note that the naming is very confusing. What you are doing is 
creating a workspace. 

 

  

Figure 14. Start creating a workspace in 
Power BI by expanding the workspace 

pane. 



 

TRACE | System Administration Guide | v3   Page 26 of 49 

2) You will then get a popup window (on the right side of the screen) where you will need to 
name and describe your workspace. Be sure to click “save.” 

After you have created your workspace, you will see it appear in the left-hand navigation pane. 

Adding Collaborators to the Workspace 
The key benefit to using Power BI in the service is collaboration with other developers. 

1) To add collaborators to your workspace, click on the three dots next to the name of your 
workspace in the left-hand navigation pane. From here, select “Workspace access.”  

2) This will open a popup on the right side of the screen where you can add workspace 
members. This is linked to your organization’s active directory, which means that you can 
share with individuals or established distribution groups. Everyone must have a Power BI Pro 
license to access this space. 

Figure 15. Use the popup window 
to name and describe your 

workspace. 
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You will now have a shared space in the Power BI service for collaborative report development 
and review.  

Add content to the workspace 
There are several ways that you can add content to your workspace. The simplest way to add 
content to a workspace is to publish a Power BI Desktop file to the workspace you have set up. 
Note that any time you open Power BI in the desktop, you will be prompted to sign in. This will 
link Power BI Desktop to all of your active workspaces in the Power BI service.  

1) In your Power BI Desktop file, click on “Publish” in the Home ribbon. You will then be able to 
select the workspace you would like to publish to. 

 

 

 

 

 

Figure 16. Select "workspace access" to add collaborators. Type their name in the popup window and click "add." 

Figure 17. Publish a Power BI Desktop File to a Selected Workspace. 
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Once you have published, you will get a notification that the report has been published 
successfully. From here, click on “Open ‘reportname.pbix’ in Power BI.” This will take you into the 
service. 

 

 

 

 

 

 

2)  Follow the link in the popup window above to go directly into the newly published report in 
the workspace that you have selected. 

 

 

 

 

 

 

 

 

 

  

Figure 18: Upon completion of publishing you will 
get a popup where you can click to go to that 

report inside of the service. 

Figure 19. In this picture, the "Overview_Recency" report has been published to the Test123 Workspace. 
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You will notice that there are menu items for dashboards, reports, workbooks, datasets, and 
dataflows. 

 

 

 

 

 

 

 

 

 

Dashboards, reports, workbooks, datasets, and dataflows are the building blocks of Power BI, 
and as you can see in the figure above, they are all organized in Workspaces.  

Datasets 
A dataset is a collection of data that Power BI uses to create its visualizations. Datasets can be 
comprised of one single table, or can be a combination of different tables from different data 
sources that users need to create a collection of data that will be used to glean insights.  

Reports 
A Power BI report is a collection of visualizations that appear together on one or more pages. 
The Power BI Template file contained in this package is an example of a Power BI report. A report 
is typically built by ingesting data into Power BI desktop. The image below shows the Power BI 
Template file, which is a report containing 77 pages. Each report page contains a collection of 
visualizations that have been carefully curated to display key HIV recency data. 

Dashboards 
A dashboard is a collection of visuals (from one or many reports) displayed on a single page (in 
the Power BI service) that you can share with others. A dashboard is usually a high-level snapshot 
of key information related to a project.  

For more detailed information, refer to the Power BI Basic Service Concepts documentation. 

Figure 20. A Power BI Workspace. 

https://docs.microsoft.com/en-us/power-bi/service-basic-concepts
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 How to set up an App 
Once the content in your workspace is ready to be used, you can publish the content in your 
app, where end users will view the data. An app will need to be set up one time, and every time 
after that will simply need to be updated. 

All content inside of your workspace does NOT need to be available to your end users. 
Workspace members can toggle reports and dashboards on and off that they do (and do not) 
want included in their app. Remember, your workspace is your development environment and 
your app is the final view. 

1) To set up your app, you need to click on the “Publish app” button in the top right-hand corner 
of the workspace. This will open up a space in which you can customize the appearance, 
navigation, and permissions for your app. 

 

2) Customize the appearance of your app. Add a logo and a theme color, along with a name 
and description. 

 

Figure 21. Click on Publish app to set up your app in the Power BI service. 
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3) Customize the user experience for the left-hand navigation bar. This is the place where you 

can add non-Power BI content, for example, a link to ArcGIS online, a read me file, a PDF, or 
even a PowerPoint. 

Note that the default report name is the name of the file as it was saved. If you would like to 
rename reports, you can do so here. This is also an opportunity for the workspace/app 
administrator to arrange reports in the app according to end user needs. 

 

Figure 23. Customize your app by navigating through the 
"Setup," "Navigation," and "Permissions" tabs. 

Figure 22. Customize end user navigation. 
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4) Set the permissions for access. Note that a best practice for managing the distribution of 
apps is to distribute to an Office 365 distribution group, rather than a large list of individual 
users. Also note that individuals will not be able to see the content if they do not have a 
Power BI Pro license (unless the organization has a Power Premium license). 

Figure 24. Set permissions for accessing the reports in your app. 

 
5) From here, you will click the “Publish app” button in the bottom right corner of the screen.  

 

 

 

 

 

 

 

 

You (and everyone who you have granted access) will now be able to see the app in Power BI. 

  

  

Figure 25: View of 2 published apps in Power BI. 
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 Setting up the Power BI Report Server (On-premises deployment)  
The Power BI Report Server is a product that must be installed and configured on a dedicated 
on-premises server. If you already have SQL Server Enterprise and active Software Assurance, 
you can obtain your license key from the Microsoft Volume Licensing Service Center (VLSC). 

You must download and install the Power BI Report Server from the Microsoft website. Once you 
download and open the file, you must enter your product key, which you can obtain from either 
your Power BI Premium or SQL Server Enterprise Edition with Software Assurance license.  

The Power BI Report server does not have a similar interface to the Power BI service. Reports are 
grouped into folders and do not follow the same workspace and app organization of the Power 
BI service. This section is dedicated to the setup of the Report Server itself. 

 Install Power BI Report Server 

The set-up of the Power BI Report Server is straightforward. Note that the steps outlined below 
come directly from the Microsoft documentation. 

You do not need a SQL Server Database Engine server available at the time of install. You will 
need one to configure Reporting Services after install. 

1. Find the location of PowerBIReportServer.exe and launch the installer. 
2. Select Install Power BI Report Server. 

 

Figure 26: Install Power BI Report Server 

https://powerbi.microsoft.com/en-us/report-server/
https://docs.microsoft.com/en-us/power-bi/report-server/install-report-server
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3. Choose an edition to install and then select Next. 

 

Figure 27: Choose a Report Server Edition to Install 

Choose either Evaluation or Developer edition. 

 

Figure 28: Select Evaluation or Developer Edition 

Otherwise, enter the product key that you got from either the Power BI service or the 
Volume License Service Center. For more information about how to get your product key, 
see the Before you install section above. 

4. Read and agree to the license terms and conditions, then select Next. 

https://docs.microsoft.com/en-us/power-bi/report-server/install-report-server#before-you-install
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Figure 29: Read through the license terms 

5. You need a Database Engine available to store the report server database. Select Next to 
install the report server only. 
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Figure 30: Select Install Power BI Report Server Only 

6. Specify the install location for the report server. Select Install to continue. 

 

Figure 31: Set your own install location 
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The default path is C:\Program Files\Microsoft Power BI Report Server. 

7. After a successful setup, select Configure Report Server to launch the Reporting Services 
Configuration Manager. 

 

Figure 32: Configure your report server for use 

 Configure Power BI Report Server 

After you select Configure Report Server in the setup, you're presented with Reporting Services 
Configuration Manager window, and simply continue by selecting the Connect button: 
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Figure 33: Connect to the Power Bi Report Server instance 

We are now connected to Power BI Report Server however it is not yet configured. The next step 
is to configure the database connectivity, so that internal databases of Power BI Report server 
can be installed as well as configured. 

 
Figure 34: Configure database connectivity 
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Assign a name to database, in our case we have named the database PowerBIRS to ensure 
database connectivity. 

 
Figure 35: Assign database name 

Now that the databases are installed and configured, you should be able to find a confirmation 
screen. 
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Figure 36: Database confirmation completion 

There may be additional configuration steps depending on underlying infrastructure and set-up. 
See the official Microsoft documentation for details. 

 Install Power BI Desktop (Report Server Version) 

The version of Power BI Desktop that is associated with the Power BI Report Server is slightly 
different from the Power BI Desktop version that has been referenced in this document above. 
It is optimized for report server and must be manually updated on the scheduled release cycle. 
Using this release makes sure that the report server can interact with a known version of the 
reports and model. 

To download and install Power BI Desktop (Report Server Version): 

1. In the report server web portal, select the Download arrow and click to download Power 
BI Desktop 

https://docs.microsoft.com/en-us/sql/reporting-services/install-windows/reporting-services-configuration-manager-native-mode?view=sql-server-ver15
https://docs.microsoft.com/en-us/power-bi/report-server/install-powerbi-desktop
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Figure 37: Download Power BI Desktop from the Report Server 

2. Or go to the Power BI Report Server home page and select Advanced download options. 
3. In the Download Center page, select a language, then select Download. 
4. Depending on your computer, select: 
5. PBIDesktopRS.msi (the 32-bit version) or 
6. PBIDesktopRS_x64.msi (the 64-bit version). 
7. After you download the installer, run the Power BI Desktop (September 2019) Setup 

Wizard. 
8. At the end of the installation, select Launch Power BI Desktop. 

 Create a Power BI Report for Power BI Report Server 

Developers can store and manage Power BI reports on premises in the Power BI Report Server 
web portal, just as in the Power BI service, with the exception of organizing content into 
workspaces and apps. Report editing and creation is accomplished in Power BI Desktop (Report 
Server Version), and publish them to the web portal. Report readers in your organization can 
view them in a browser via a secure URL or in a Power BI mobile app on a mobile device. 

The only difference when publishing a report to the report server are the actual steps to publish. 
Rather than clicking “publish” in the home ribbon of Power BI desktop, developers simply save 
the report to the report server.  

 Power BI Administrative Tasks 
As mentioned above, Power BI Administrators (typically IT or Informatics staff) perform a number 
of tasks that support the use of Power BI within your organization4. It is critical that the 

 
4 Adapted from: https://docs.microsoft.com/en-us/power-bi/service-admin-administering-power-bi-in-your-
organization 

https://powerbi.microsoft.com/report-server/
https://docs.microsoft.com/en-us/power-bi/service-admin-administering-power-bi-in-your-organization
https://docs.microsoft.com/en-us/power-bi/service-admin-administering-power-bi-in-your-organization
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administrative role is assigned and planned for at the beginning of a Power BI deployment to 
ensure proper management of the tenant and success in terms of data use. Tasks include (but 
are not limited to): 

• Acquire and assign Power BI licenses to users  
• Manage the Power BI tenant 
• Manage Premium or Embedded capacity 
• Ensure compliance with internal and national policies, laws, and regulations 
• Manage Power BI resources 
• Provide help and support to developers and end users 

The above tasks are associated with a number of different tools that must be employed for 
management of the tenant. Administrators typically accomplish most tasks in the Power BI 
Admin Portal, but will also need access to (and familiarity with): 

 Office 365 Admin Portal 
 Office 365 Security & Compliance Center 
 Azure Active Directory (AAD) in the Azure portal 

Power BI Administration differs slightly when deployed on-premises using the Power BI Report 
server. See section 9.7 below for guidance specific to the Power BI Report server,  

 Manage the Power BI Tenant 
The Power BI tenant is managed mostly through the Power BI Admin Portal. Management in this 
instance refers to: enabling/disabling key Power BI features, reporting on usage and performance 
metrics, and reviewing and managing auditing of events. 

 Acquire and assign Power BI licenses 
There are two distinct licensing roles that need to be managed in the deployment of Power BI. If 
your organization already has a managed Office 365 instance, that licensing and user 
provisioning will be managed by the Office 365 administrator. If you are building a ground-up 
Power BI solution in your country, you may be managing both Office 365 and Power BI licenses. 

If you are working with an established Office 365 instance, the Power BI administrator will only 
need to be concerned with managing user signup, purchasing and assigning Power BI Pro 
licenses, and blocking users from accessing Power BI (if necessary). These tasks are completed in 
the Office 365 Admin Portal and the Power BI administrator must either have O365 admin 
privileges or have a clear and documented process for how requests are handled. 

If you are building a ground-up solution that includes the procurement of Office 365, there is an 
additional management piece that cannot be ignored. The Office 365 Admin Portal is a central 
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place to administer the account for your organization. Of critical importance to Power BI 
management and administration is the ability to manage users and groups in the Office 365 
portal. Your organization will need to establish clear guidelines and documentation for adding, 
editing, deleting, and restoring users. This may be known to you as an IT Professional as 
managing joiners, movers, and leavers. Note that an organizational email address is the basis for 
Power BI licensing, so individuals will likely need to be established on your Office 365 tenant 
prior to being assigned a Power BI license. For more information about Office 365 administration, 
please refer to the Microsoft documentation. 

 Manage Premium or Embedded capacity 
If Premium or Embedded licensing is the best option for your organization, these capacities will 
need to be established, managed, and monitored. Power BI Premium is managed in the Power 
BI Admin Portal, while Power BI Embedded capacity is managed in the Azure Admin Portal.  

Managing Premium capacities involves creating or deleting capacities, assigning admins, 
assigning workspaces, configuring workloads, monitoring, and making adjustments to optimize 
capacity performance. Office 365 Global administrators and Power BI service administrators can 
create Premium capacities from available v-cores, or modify existing Power Bi Premium 
capacities. When a capacity is created, capacity size and geographic region are specified, and at 
least one capacity admin is assigned. For more information on management of Premium capacity 
please refer to the Microsoft documentation. 

Power BI Embedded is a platform-as-a-service (PaaS) analytics solution, where developers can 
embed reports and dashboards into an application for their customers. Power BI Premium is a 
software-as-a-service (SaaS) analytics solution that gives your organization a single view of their 
most critical business data. Power BI Embedded capacity is managed in the Azure Portal and 
using Visual Studio. For more information on the establishment and management of Power BI 
embedded, please refer to the Microsoft documentation. 

 Ensure compliance with internal and national policies, laws, and regulations 
The Power BI administrator is responsible for managing the classification of data in Power BI and 
establishing and enforcing content publishing and sharing policies. This is an important and 
often overlooked role and is especially important in the administration of an application 
containing healthcare and personally identifiable information. 

https://docs.microsoft.com/en-us/office365/admin/admin-home?view=o365-worldwide
https://docs.microsoft.com/en-us/power-bi/service-premium-what-is
https://docs.microsoft.com/en-us/power-bi/developer/azure-pbie-create-capacity
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Enabling data classification is a feature that can be used to alert end users about the sensitivity 
of the data they are viewing. This is a nice feature but must be managed closely, with the 
provision of training to end users to help them understand what each classification means. This 

is managed in the Power BI Admin Portal. For more information on data classification, please 
refer to the Microsoft documentation. 

Figure 38: Sample data classification settings. 

 Manage Power BI resources 
Management of Power BI resources is critical to the success of your Power BI deployment. This 
includes managing workspaces and apps and verification of embed codes. In the Power BI Admin 
Portal you can: 

 Add or remove workspace and app members, including making a workspace member an 
administrator  

 Edit the workspace or app name 
 Delete a workspace or app 

Outside of the Admin Portal, Power BI administrators should establish rules and processes for 
establishing/creating new workspaces and apps to avoid sprawl within the tenant. 

 Provide training, help and support to developers and end users 
The most critical role of a Power BI administrator is the provision of training and ongoing support 
to developers and end users. Similar to rolling out any new technology, it cannot be assumed 
that simply providing people with the technological tools will enable their success. 
Administrators must assume that there may be fear of or resistance to change, fear of mastering 
a new technology, or failure to understand how Power BI will benefit them. Proper planning can 

https://docs.microsoft.com/en-us/power-bi/service-data-classification
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ensure smooth deployment of Power BI, including setting goals/objectives, properly training 
both developers and end users, and provision of ongoing support. 

 Administration of the Power BI Report Server 
Administrators are responsible for installing, deploying, and managing the Power BI report 
server. The individual who typically assumes this role is the SQL Server Reporting Services 
Administrator, as many of the tasks are similar. See the official Microsoft documentation for 
details about Power BI Report Server and SQL Server Reporting Services Administration. 

 Administrating ArcGIS  
 What is ArcGIS?  

ArcGIS is a platform for groups to create, manage, share, and analyze spatial data. ESRI 
(Environmental Systems Research Institute) offers a suite of software ranging from traditional 
desktop GIS (geographic information systems) application to web and mobile APIs that allow 
developers to customize mapping applications. This documentation will focus on setting up and 
configuring ArcGIS Online (AGOL) a cloud-based GIS service. 

ArcGIS Online is Esri-managed GIS cloud infrastructure in a Software as a Service (SaaS) model. 
In other words, the compute and data storage resources, the website, and every other aspect of 
the system is hosted by Esri in a highly scalable environment. You use ArcGIS Online to create, 
use, and share maps and apps with your organization and the public. ArcGIS Online includes 
analytic tools and workflows that allow you to identify patterns in data sets. There are also out 
of the box map centric apps that are designed to be shared and run in the web browser. ArcGIS 
Online is easy to set up and configure and can scale to meet the demand of the organization.  

ArcGIS Enterprise provides similar capabilities as ArcGIS Online, but it runs on your infrastructure. 
This infrastructure can be on-premises or can be on a server managed by cloud providers, such 
as Amazon Web Services or Microsoft Azure. In addition to having some functionality that is not 
available in ArcGIS Online, ArcGIS Enterprise is a solution when enterprise data is prohibited from 
being physically stored off-premises or the organization needs full control over the hardware. 
You use ArcGIS Enterprise to create, use, and share maps and apps within your enterprise. ArcGIS 
Enterprise Portal is a front-end interface for interacting with Enterprise that acts similar to the 
online experience of ArcGIS Online but all of the data and services are powered by the Enterprise 
server services. Please refer to the ArcGIS Enterprise installation documentation for specific 
requirements for setting up Enterprise. To set up and deploy an ArcGIS Enterprise instance 
typically requires a systems architect familiar with the ESRI platform.  

https://docs.microsoft.com/en-us/power-bi/report-server/admin-handbook-overview
https://enterprise.arcgis.com/en/documentation/install/
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For countries that wish to deploy data visualization (Power BI and ArcGIS) on premises, ArcGIS 
also has on premises deployment options using ArcGIS Enterprise or ArcGIS Pro. Please refer to 
the official Esri documentation for more details. 

 Setting up ArcGIS Online 
After a subscription to ArcGIS Online has been procured, the person designated as the AGOL 
account administrator should follow the documentation to Activate the Subscription. The AGOL 
administrator creates a user account for themselves and then can set the organizational settings 
such as the organization's AGOL URL.  

The AGOL administrator can configure various aspects of the organizational settings. Please refer 
to the documentation for instructions on how to configure aspects of the general site 
appearance, default options for maps and item, user roles and groups and security settings.  

AGOL administrators and those with delegated permissions can adjust or configure security 
settings. Settings such as setting password policies, whitelisting trusted servers, and enforcing 
multifactor authentication can be adjusted to align with the organizations existing security 
policies. Please refer to the ESRI ArcGIS Trust Center website for more in-depth security, privacy, 
and compliance information.  

 User roles and management 
Members are invited to an organization by an AGOL administrator. There are several options to 
add members including the ability to bulk several users at once using list or existing enterprise 
IDs. Please note that the administrator sets the new member’s username which cannot be 
changed after the fact. The members are assigned a user type when they are invited to the 
organization. User types determine the privileges and licenses available to the new user – which 
can be adjusted or changed using custom roles.  

There are several different default user roles in AGOL. Role types are assigned by the AGOL 
administrator. The user type determines the privileges that can be granted to the member. While 
it is possible to create and configure custom roles, the default options are Administrator, Data 
Editor, Publisher, User, and Viewer. The number of user seats and costs for each role may depend 
on the license subscription level with Esri.  

 Group and sharing permissions 
Content items can be categorized into collections called a group. Groups can be used to organize 
content that is related to a specific region or subject. Access to AGOL content and apps can be 
controlled using groups. Sharing items with a group makes the content only accessible to the 
other users who are members of the group.  

https://www.esriuk.com/en-gb/arcgis/products/arcgis-insights/deployment-options/arcgis-enterprise-deployment
https://doc.arcgis.com/en/arcgis-online/administer/activate-subscription.htm
https://doc.arcgis.com/en/arcgis-online/administer/configure-site.htm
https://doc.arcgis.com/en/arcgis-online/administer/configure-security.htm
https://doc.arcgis.com/en/arcgis-online/administer/configure-security.htm
https://trust.arcgis.com/
https://doc.arcgis.com/en/arcgis-online/administer/invite-users.htm
https://doc.arcgis.com/en/arcgis-online/administer/invite-users.htm
https://doc.arcgis.com/en/arcgis-online/reference/roles.htm#ESRI_SECTION1_911D5C251A304BA08B70ABE88D5E4E94
https://doc.arcgis.com/en/arcgis-online/reference/roles.htm#ESRI_SECTION1_911D5C251A304BA08B70ABE88D5E4E94
https://doc.arcgis.com/en/arcgis-online/share-maps/share-items.htm
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Items that are shared with all members of the organization are viewable by any member that has 
an AGOL account in the organization. This is useful when you want all members of the 
organization to have access to the content but prevent people outside the organization from 
viewing the item.  

Items can also be shared with everyone by making it public. This means that the item is accessible 
by everyone including anonymous users.  

 Add and publish data 
Users accounts that have permission to publish data can add their own data to ArcGIS Online. 
Items can be added through Content > My Content > Add Items. There are a variety of different 
file formats that can be added to ArcGIS Online. Spatial data formats (shapefiles, geodatabases, 
spreadsheets with coordinates, etc.) that are uploaded to ArcGIS can be published as a hosted 
web layer. The hosted feature layer can be added to web maps and support interactive selection 
and popups. Published layers can be shared with groups, the organization or the public. Data 
can also be published to ArcGIS Online using desktop GIS software such as ArcMap or ArcGIS 
Pro.  

 

Figure 39: ArcGIS Online Add an Item from my computer. 

 

https://doc.arcgis.com/en/arcgis-online/reference/supported-items.htm
https://doc.arcgis.com/en/arcgis-online/reference/supported-items.htm
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Hosted feature layers can easily be added to web maps. A web map is an ArcGIS Online term 
for an interactive display of geographic information. Map creators have lots of control over 
how the map looks. They can symbolize maps that contain multiple feature layers using 
different symbology, map styles, popups and legends. Spatial data can be added from your 
own account, from data uploaded to groups that the user belongs to or from publicly 
accessible data including web layers. Maps can be shared through links, embedded in websites 
or used to create map-based web apps such as Operations Dashboard.  

 

 
Figure 40: Example web map created on ArcGIS Online. 

One type of web app that is used to create an interactive user experience is an Operations 
Dashboard. Dashboards can bring together multiple web maps and charts to share data in a 
single application. Configurable actions such as dropdown selectors or map extent changes can 
trigger changes to elements on the dashboard including filtering data on the web maps.  

ArcGIS online can also display geospatial information in a Web App, which allow a user to share 
maps and related information in an interactive way rather than just a static display. The TRACE 
team is using a Web App to display the Timelapse map which visualizes the change in recent 
cases over time. 

https://doc.arcgis.com/en/operations-dashboard/help/what-is-a-dashboard.htm
https://doc.arcgis.com/en/operations-dashboard/
https://doc.arcgis.com/en/operations-dashboard/
https://doc.arcgis.com/en/web-appbuilder/
https://trace-recency.org/example-dashboard/
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Figure 41: Example ArcGIS Web App 

ArcGIS Online quick lessons are a good resource for learning more about creating and managing 
content in AGOL. The quick lessons are a set of hands-on learning modules designed for novice 
users to gain familiarity with ArcGIS Online concepts and workflows. 

https://doc.arcgis.com/en/arcgis-online/get-started/online-quick-exercises.htm
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